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Introduction Single-user security vs. multi-user security

Single-user security

@ Early study of public key cryptography

o In the early stage of modern cryptography, public key
cryptography was usually studied in the single-user setting
and the security model assumed only one public key.

e Public key encryption considered one receiver.

o [¥

S. Goldwasser and S. Micali.
Probabilistic encryption.
J. Comput. Syst. Sci., 28(2):270-299, 1984.

e Public key signature considered one signer.

o [¥

Dae Hyun Yum (ISLab., POSTECH)

S. Goldwasser, S. Micali, and R. L. Rivest.

A digital signature scheme secure against adaptive
chosen-message attacks.

SIAM J. Comput., 17(2):281-308, 1988.
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Introduction Single-user security vs. multi-user security

Multi-user security

@ Multi-user security of public key cryptography

e The threats under multiple public keys were already pointed
out in the 1980’s.

o [¥

B

G. J. Simmons.
Weak privacy protocol using the RSA crypto algorithm
Cryptologia, 7(2):180—182, Apr. 1983.

J. Hastad.
Solving simultaneous modular equations of low degree
SIAM J. Comput., 17(2):336-341, 1988.

e The multi-user security was formally studied only recently.

o [¥

Dae Hyun Yum (ISLab., POSTECH)

M. Bellare, A. Boldyreva, and S. Micali.

Public-key encryption in a multi-user setting: Security
proofs and improvements.

EUROCRYPT 2000.

S. D. Galbraith, J. Malone-Lee, and N. P. Smart.
Public key signatures in the multi-user setting.
Inf. Process. Lett., 83(5):263—266, 2002.
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Introduction Single-user security vs. multi-user security

Single-user security vs. multi-user security

@ Multi-security of public key encryption and signature
e Fortunately, the security of encryption schemes in the
single-user setting is preserved in the multi-user setting and
the same result holds good for signature schemes.
e Therefore, we have only to deal with the single-user
security and need not consider the multi-user security in the
public key encryption and signature schemes.

@ What about other cryptosystems?
e There are other cryptosystems where the single-user

security is not enough.
e For example, identity-based encryption must be analyzed in

the multi-user setting.

o [J D.Boneh and M. K. Franklin.
Identity-based encryption from the Weil pairing.
CRYPTO 2001.
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Introduction Fair exchange

Fair exchange

@ Optimistic fair exchange

e A fair exchange scheme is a protocol by which two parties
Alice and Bob swap items or services without allowing
either party to gain an advantage by quitting prematurely or
otherwise misbehaving.

e A semi-trusted arbitrator involves only in cases where one
party attempts to cheat or simply crashes. We call such a
fair exchange protocol optimistic.

@ Step 1: Alice issues a verifiable “partial signature” ¢’ to Bob.

@ Step 2: Bob verifies the validity of the partial signature and
fulfills his obligation.

@ Step 3: Alice sends her “full signature” o to complete the
transaction.

@ Resolution: If Alice refuses to send her full signature o at
Step 3, Bob sends ¢ to the arbitrator who converts ¢’ into .
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Introduction Fair exchange

Fair exchange

@ Security model

e The first formal security model was proposed by Asokan et
al. but was not complete as their model did not consider a
dishonest arbitrator.

@ N. Asokan, V. Shoup, and M. Waidner.
Optimistic fair exchange of digital signatures.
EUROCRYPT 1998.

e A more generalized and unified model for optimistic fair
exchange was suggested by Dodis and Reyzin.

[§ [DRO03] Y. Dodis and L. Reyzin.
Breaking and repairing optimistic fair exchange from
PODC 2003.
ACM DRM 2003.
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Introduction Contribution

Contribution

@ Motivation

e The model of [DR03] incorporates all aspects of optimistic
fair exchange but was defined in a single-user setting.

@ If the single-user security of optimistic fair exchange
guarantees the multi-user security, [DR03] is satisfactory.
@ Otherwise, we need a new multi-user security model.

@ Separation result
e Single-user security = multi-user security in fair exchange

@ New multi-user security model

e The first complete security model of fair exchange in a
multi-user setting.
e Existence theorems based on general assumptions.

@ Re-examination of previous methodologies

e Verifiably encrypted signature.
@ Sequential two-party multisignature.
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Fair exchange in a single-user setting
Contents

e Fair exchange in a single-user setting
@ Definition
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Fair exchange in a single-user setting Definition

Definition

@ Syntax
e Setup.
@ Alice: secret signing key SK, verification key PK
@ Charlie: secret arbitration key ASK, partial verification key
APK.
e Sig and Ver.
@ These are similar to conventional signing and verification
algorithms of an ordinary digital signature scheme.
@ Sig(m,SK,APK) outputs a signature c on m.
@ Ver(m,o0,PK,APK) outputs 1 (accept) or 0 (reject).
e PSig and PVer.
@ These are partial signing and verification algorithms.
@ PSig(m,SK,APK) outputs a partial signature ¢’ on m.
@ PVer(m,c’,PK,APK) outputs 1 (accept) or 0 (reject).
o Res.
@ This is a resolution algorithm run by Charlie in case Alice
refuses to give her signature o to Bob (at Step 3).
@ Res(m,o0’,ASK,PK) outputs a full signature ¢ on m.
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Fair exchange in a single-user setting Definition

Security model [DR0O3]

@ Security against the signer
@ Alice should not be able to produce a partial signature o’,
which looks good to Bob but cannot be transformed into her
full signature by honest Charlie.

© Security against the verifier
@ Bob should not be able to complete any partial signature ¢’
that he got from Alice into a full signature o, without
explicitly asking Charlie to do that.

© Security against the arbitrator
e Charlie should not be able to produce a valid signature on
m without explicitly asking Alice to produce a partial
signature on m (which Charlie can complete into a full
signature by himself using ASK).
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Fair exchange in a single-user setting Definition

Security against the signer

@ Requirement

o We require that any PPT adversary A succeeds with at
most negligible probability in the following experiment,
where Setup” denotes the run of Setup with dishonest Alice
(run by A) and SK* is A’s state after this run.

Security against Alice

Setup*(1¥) — (SK*,PK,ASK,APK)

(m,0') «— A%es(SK* PK,APK)

o « Res(m,0’,ASK,PK)
success of A = [PVer(m,o’,PK,APK) = 1

A Ver(m, o, PK,APK) < 0]
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Fair exchange in a single-user setting Definition

Security against the verifier

@ Requirement
o We require that any PPT adversary B succeeds with at
most negligible probability in the following experiment,
where Query(B, Oges) is the set of valid queries of B asked
to the resolution oracle Oges (i-€., (m,0’) such that
PVer(m,o’,PK,APK) = 1).

Security against Bob

Setup(1¥) — (SK,PK,ASK,APK)
(m,0) «— Bsa:ORes(PK APK)
success of B = [Ver(m,o,PK APK) = 1
A (m, -) & Query(B,ORes)]
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Fair exchange in a single-user setting Definition

Security against the arbitrator

@ Requirement
e We require that any PPT adversary C succeeds with at
most negligible probability in the following experiment,
where Setup” denotes the run of Setup with dishonest
Charlie (run by C), ASK" is C’s state after this run, and
Query(C,Opsjg) is the set of queries of C asked to the
partial signing oracle Opsig-

Security against Charlie

Setup*(1¥) — (SK,PK,ASK*, APK)
(m,0) « CO%so(ASK*,PK,APK)
success of C = [Ver(m,o,PK,APK) =1
N m & Query(C, Opsig)]
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Fair exchange in a single-user setting Separation result

A counterexample

@ The scheme. Let f(-) be a trapdoor permutation and
(Sig-Gen, Sign, Vrfy) be a signature scheme:

e Setup. Charlie generates a trapdoor permutation (f,f~')
and sets (APK,ASK) = (f,f~!). Alice generates
(sk,vk) — Sig-Gen(1*) and sets (PK4,SKy4) = (vk, sk).

e Sig and Ver. To sign a message m, Alice chooses a random
number r4, and computes y4 =f(r4) and 84 = Sign . (m||ya).
The signature of m is 64 = (r4,04). Verification checks
vty (mllf (r4),84) = 1.

e PSig and PVer. To generate a partial signature, Alice
chooses a random number r4 and computes y4 =f(r4) and
0a = Signg(ml|ya). The partial signature of m is

o, = (ya,04). Verification checks Vrfy,, (m|ya, 64) Z1.
o Res. Given a partial signature (m,ya,04), the arbitrator

Charlie first checks Vrfy ;. (m||ya, 84) Z 1. If valid, he

computes r4 =f~'(y4) and returns o4 = (ra, 64).
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Fair exchange in a single-user setting Separation result

A counterexample

@ Attack scenario. Dishonest users Bob and Eve attack Alice
as follows:

@ Alice gives a partial signature (ma,y4,684) to Bob, where
YA Zf(I’A) and 64 = SignSKA (mAHyA).

© Bob gives (mp,ys,85) to his dishonest friend Eve, where
mp # ma, yp = ya and 6 = Signgy,, (ma||ys).

© Eve comes to the arbitrator with (mp,yg,d5) and claims that
Bob refuses to open his signature (and maybe gives a proof
to the arbitrator that Eve fulfilled her obligation to Bob).

© The arbitrator does not suspect anything and completes
this signature by giving r4 = f~!(yp) to Eve.

@ Eve gives r, to Bob, who now has completed the signature
of Alice, (ma,r4,04), although Alice never intended to open
this and Bob did not fulfill his duty to Alice.

Theorem (Optimistic fair exchange)

Single-user security = multi-user security
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Fair exchange in a multi-user setting

Contents

© Fair exchange in a multi-user setting
@ Multi-user security model
@ Existence theorems based on general assumptions
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Fair exchange in a multi-user setting Multi-user security model

New security model

@ In order to consider the collusion attack of dishonest users,
we modify the resolution oracle Opes.

e In the single-user setting, the input to Ores is (m,0’),
assuming that o’ is the partial signature value of the single
signer Alice and the oracle checks the validity of ¢’ by using
Alice’s public key.

e In the multi-user setting, we define the input to Opres as
(m,0’,PKy,) where PKy, is the public key of the alleged
signer U;.

e As usual, we assume that the authenticity of public keys
can be verified and each user should show his knowledge
of the legitimate private key in the public key registration
stage to defend against key substitution attacks.
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Fair exchange in a multi-user setting Multi-user security model

Security against the signer

@ Requirement
e In the multi-user setting, Alice wins if she comes up with
(m,0’,PK4) where ¢’ is a valid partial signature with
respect to PK, but cannot be completed to the full signature
(w.r.t. PKy) by the honest arbitrator.
e We require that any PPT adversary A succeeds with at
most negligible probability in the following experiment.

Security against Alice

Setup' " (1¥) — (ASK,APK)
(m,0',PKy) «— A%es(APK)
o <« Res(m,0’,ASK,PK,)
success of A = [PVer(m,o’,PK4,APK) = 1
A Ver(m,o,PK4, APK) = 0]
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Fair exchange in a multi-user setting Multi-user security model

Security against the verifier

@ Requirement
e We require that any PPT adversary B succeeds with at
most negligible probability in the following experiment,
where Query(B, Ores) is the set of valid queries of B asked
to the resolution oracle Opes (i.e., (m, ', PKy,) such that
PVer(m,o’,PKy,,APK) = 1).

Security against verifiers

TTP(lk)

Setup —  (ASK,APK)
Setups®"(1¥)  —  (SKy4,PKy)
(m,0) < BOPS‘Q’OReS(PKA,APK)
success of B = [Ver(m,o,PKy,APK) = 1
A (m, - ,PKy) & Query(B, Oges)]
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Fair exchange in a multi-user setting Multi-user security model

Security against the arbitrator

@ Requirement
e We require that any PPT adversary C succeeds with at
most negligible probability in the following experiment,
where Setup™ ™" denotes the run of Setup''F with the
dishonest arbitrator (run by C), ASK" is C’s state after this
run, and Query(C, Opsig) is the set of queries of C asked to
the partial signing oracle Opgjg.

Security against the arbitrator

Setup ™" (1) — (ASK*,APK)
SetupVse'(1¥)  —  (SKy4,PKy)
(m,0) — C%se(ASK*,PK,,APK)

success of C = [Ver(m,o,PK,,APK) < 1
A m & Query(C, Opsig)]
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Fair exchange in a multi-user setting Existence theorems based on general assumptions

Generic construction

@ The Scheme.

Setup'™P. The arbitrator chooses (sk, vk) by running
Sig-Gen(1*) and sets (ASK,APK) = (sk, k).

SetupYs®’. Each user U; chooses (sk;,vk;) by running
Sig-Gen(1¥) and sets (SKy;,, PKy,) = (ski, vk:).

Sig. A user U; generates s; = Sign,. (0[|m)) and then
generates an OR-signature s, on “1||m” for the knowledge of
sk; or Sign,, (1||m). The signature value on m is oy, = (s1,52).
Ver. To verify the signature oy, = (s1,s2) on m, a verifier
checks that (1) Vrfy,,. (0][m,s;) Z1and (2) s, is a valid
OR-signature on “1||m” for the knowledge of sk; or
Sign,(1]|m).

PSig and PVer. The same as Sig and Ver except that the
partial signature GU onmis sy.

Res. As the arbitrator knows sk, he can compute an
ordinary signature Sign(1||m) and then the valid
OR-signature s,. The arbitrator outputs oy, = (s1,52).
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Fair exchange in a multi-user setting Existence theorems based on general assumptions

Existence theorems

@ Security proof
e The generic construction of the optimistic fair exchange
scheme is multi-user secure in the random oracle model if
the underlying signature scheme is secure.
e Instead of the Fiat-Shamir proof, we can use the
non-interactive witness indistinguishable proofs of
knowledge for sk; or Sign, (m).

Theorem (Random oracle model)

If there are one-way functions, we can build the setup-free
optimistic fair exchange schemes that are multi-user secure in
the random oracle model.

Theorem (Standard model)

If there are trapdoor one-way permutations, we can build the
setup-free optimistic fair exchange schemes that are multi-user
secure in the standard model.

A
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Re-examination of previous methodologies
Contents

e Re-examination of previous methodologies
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Re-examination of previous methodologies Verifiably encrypted signature

Fair exchange based on verifiably encrypted signature

@ Suppose Alice wants to show Bob that she has signed a
message, but does not want Bob to possess her signature.

e Step 1. Alice first encrypts her signature using the public
encryption key of an arbitrator, and sends the ciphertext to
Bob with a proof that she has given him a valid encryption
of her signature.

e Step 2. Bob can verify that Alice has signed the message,
but cannot deduce any information about her signature.

e Step 3. Later in the protocol, if Alice is unable or unwilling
to give her full signature, Bob can ask the arbitrator to
decrypt the ciphertext of Alice’s signature.
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Re-examination of previous methodologies Verifiably encrypted signature

Generic construction

@ The Scheme.

e Let (P,V) be a non-interactive zero-knowledge (NIZK) proof
system for the NP-language
L ={(c,m,ek,vk) | 3s [c = EnCex(s) AVrfy, (m,s) = 1]}, where
& = (Enc-Gen, Enc,Dec) is an encryption scheme and
S = (Sig-Gen, Sign, Vrfy) is a signature scheme.

e Setup'™ . The arbitrator chooses (dk, ek) by running
Enc-Gen(1%) and sets (ASK,APK) = (dk, ek).

e SetupYse’. Each user U; chooses (sk;, vk;) by running
Sig-Gen(1%) and sets (SKy,,PKy,) = (sk;, vk;).

e Sig. When a user U; wants to sign a message m, the signer
generates a signature s = Sign, (m). The signature value of
m 1S oy; = s.

e Ver. To verify the signature oy, = s of m, a verifier checks
Vrfy,. (m,s) 21,
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Re-examination of previous methodologies Verifiably encrypted signature

Generic construction

e PSig. A user U; computes s = Signg, (m) and encrypts s
with APK; i.e., ¢ = Enc(s). The partial signature of m is
oy. = (¢, ), where 7 is a proof showing (c,m, ek, vk;) € L.

e PVer. To verify the partial signature oy, = (c, ) of m, a
verifier checks that x is an accepting proof for the
statement (c,m, ek, vk;) € L.

o Res. For the user U;’s partial signature oy, = (c,x) of m, the
arbitrator first checks that x is an accepting proof for the
statement (c,m, ek, vk;) € L and then decrypts s = Dec(c).
The arbitrator outputs oy, = s.

Theorem (Security)

The optimistic fair exchange scheme based on a verifiably
encrypted signature is secure if the underlying & is
gCCA-secure, S is UF-CMA-secure, and (P,V) is a
simulation-sound NIZK proof system.
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Re-examination of previous methodologies Sequential two-party multisignature

Sequential two-party multisignature

@ Syntax

e A multisignature scheme allows any subgroup of users to
jointly sign a document such that a verifier is convinced that
each user of the subgroup participated in signing.

o Key generation algorithm Sig-Gen, signing algorithm Sign,
and verification algorithm Vrfy are similar to the
conventional algorithms of an ordinary signature scheme.

e MSign takes as input (m,s;,vk;,sk;) and returns a
multisignature s;;, where m € .4 is a message, sk; is a
signing key, s; is a valid signature w.r.t. a verification key vk;,
and s; is a multisignature w.r.t. verification keys vk; and vk;.

e MVrfy takes as input (m,s;;, vk;, vk;) and returns 1 or 0.

e Correctness requires that Vrfy,, (m, Signg (m)) = 1 and
MVrfy(m,MSign(m,s;, vk, sk;), vk;,vk;) = 1, for Vm € .4 .

e A multisignature scheme is symmetric if s;; and s;; are
computationally indistinguishable.
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Re-examination of previous methodologies Sequential two-party multisignature

Generic construction

@ The Scheme.

o Let (Sig-Gen, Sign, Vrfy, MSign, MVrfy) be a sequential
two-party multisignature scheme.

o Setup™™ and SetupYs®". Each user U; chooses (sk{, ,vk{), )
and (sky; , vk{, ) by running Sig-Gen(1*) twice, and sends
(vkyy,, ski;., vky;,) to the arbitrator. After checking validity of
the keys, the arbitrator stores sk;, and certifies vky, . If we
let sk;, = skU , Vi = ka , the output is
(SKy,, PKy, 7ASKU ,APKU) ((skiy,skiy ), (vkiy, vki, ), skiy, vk, ).

10 10 11
e Sig. A user U; computes s;, = Slgnsk ( )and a

multisignature s;,;, = MSign(m, slo’Vklo’ i,)- The signature
value of m is oy, = sjy;; -

o Ver. To verify the signature oy, = si,i, of m, a verifier checks
MVrty(m, siyi, , vk, vk ) 1.

i s
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Re-examination of previous methodologies Sequential two-party multisignature

Generic construction

e PSig. When a user U; wants to generate a partial signature
of a message m, the signer computes a signature
Siy = Signskio (m). The partial signature of m is oy, = s,

e PVer. To verify the partial signature oy, = s, of m w.r.t.
PKu,, a verifier checks Vrly, (m.s;,) 1.

o Res. For the user U;’s partial signature oy, = s;, of m, the
arbitrator checks Vrfyvkio (m,siy) Z 1 and outpuss a
multisignature s;,;, = MSign(m, s, , vki,,ski, ).

Theorem (Security)

The setup-driven optimistic fair exchange scheme based on a
sequential two-party multisignature is secure if the underlying
multisignature is UF-CMA-secure.
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Conclusion
Conclusion

@ Fair exchange in a single-user setting
e Single-user security % multi-user security

@ Fair exchange in a multi-user setting

e The first complete security model of fair exchange in a
multi-user setting.
e Existence theorems based on general assumptions.

© Re-examination of two well-known methodologies

e Verifiably encrypted signature.
e Sequential two-party multisignature.
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Conclusion

Thank you!

Question or comment?
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