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Abstract

A symmetric key cryptosystem based on logarithmic signatures for finite
permutation groups was described by the first author in [?], and its algebraic
properties were studied in [?]. In this paper we describe two possible approaches
to the construction of new public key cryptosystems with message space a large
finite group G, using logarithmic signatures and their generalizations. The first
approach relies on the fact that permutations of the message space G induced
by transversal logarithmic signatures almost always generate the full symmetric
group Sg on the message space. The second approach could potentially lead
to new ElGamal - like systems based on trap-door, one-way functions induced
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by logarithmic signature-like objects we call meshes, which are uniform covers
for G.

Key words. Trap-door one-way functions, group factorizations, public key
cryptosystems, finite groups.

1 Introduction

At the writing of this paper, only a few known public key cryptosystems remain
unbroken. Most of these are based on the perceived difficulty of certain problems in
particular large finite abelian groups. Whether the underlying group is the multi-
plicative group of units in the ring Z,,, where p and ¢ are primes, the multiplicative
group of a finite field, or a cyclic component of an elliptic curve, the theoretical
foundations for many of the known systems lie in the intractability of problems
closer to number theory than group theory.

In this paper we describe how, in principle, we can use finite groups to build
two new public key cryptosystems. When the underlying groups are permutation
groups, composition of two permutations can be done in one machine cycle in spe-
cially designed hardware, and therefore the new systems are potentially fast. In
addition to the data rate difference, there is a fundamental difference between the
known systems and the ones we propose. While the former are based on large
cyclic groups, our systems are based on large non-solvable groups of much higher
structural complexity than that of a cyclic group.

In Section 2 we present some preliminaries. In Section 3 we discuss transforma-
tions and a brief classification scheme for logarithmic signatures. We also present
a basic result from [?] which states that, almost always, permutations induced by
transversal logarithmic signatures generate the full symmetric group Sg|. In Sec-
tion 4 we discuss our first proposed public key system MST; which is based on the
fact that one-way permutations induced by non-transversal logarithmic signatures
can be factorized as the product of permutations induced by transversal logarithmic
signatures. Such a factorization constitutes a trap-door. We propose algorithms for
finding such trap-doors in the same section. In Section 5, we define what we call an
[s,7] —mesh in an arbitrary group G, propose our second public key system MSTsy,
and discuss its security.

We stress that these systems are currently hypothetical, in the sense that we
do not have efficient algorithms for parameter generation for secure versions of the
proposed systems. However, we hope that the techniques introduced in this paper
may eventually lead to the realization of new, practical public-key cryptosystems.



2 Preliminaries

We define the degree of an abstract finite group G to be the least integer n such
that log|G| < |nlogn|. For permutation groups, however, the degree n has the
usual meaning, that is, the degree of GG is the number n of points permuted by the
elements of G. We denote by G2 the collection of all finite sequences in G, and
view the elements of GIZ] as single-row matrices with entries in G. Under ordinary

(2]

tensor product of matrices, G is a monoid. The following example illustrates the

operation,
(71,22, 23] ® [y1, Y] = [T1y1, T1Y2, T2Y1, T2Y2, T3Y1, T3Y2)-

We simplify notation however, and for X, Y € G (7] we write X-Y or XY for X®Y.
If X =[z1,22,...,2;] € G[Z], the length r of X is denoted by |X|, and X denotes
the element ) ; , z; in the group ring ZG. It is immediate that XY = XY and
IXY|=|X||Y], for any X,Y € GIZ,

Let G be a finite group. Suppose that « = [A1, Ag,..., As] is a sequence of
A; € G[Z], such that Y7, |A;| is bounded by a polynomial in the degree of G.
Moreover, let

A Ay A=Y agg, ag€l (2.1)
geG

Then, we say that « is
i) a pseudo logarithmic signature for G if [[;_, |Ai| =|G|.

ii) a cover for G if for all g € G, a4 > 0.

)
)
ili) a X-quasi-logarithmic signature for G, if ay € {\,A+1} for each g€ G.
iv) a A-logarithmic signature for G, if ag =X for each g€ G.

)

a quasi-logarithmic signature for G, if a is a  1-quasi-logarithmic signature for

G, and

v

vi) a logarithmic signature for G, if « is a 1-logarithmic signature for G.

For the most part we are concerned with objects of type vi). Note that if
a =[A;,..., 4] is a logarithmic signature for G, then, each element y € G can be
expressed uniquely as a product of the form

Y=q-q2...9s-1"Gs (2.2)



for g; € A;.
Of course, for general covers the factorization in (??) is not unique, and the
problem of finding a factorization for a given y € G is in general intractable.

Let o = [A4,...,A;] be a logarithmic signature for G with r; = |4;|, then, the
A; are called the blocks of « and the vector of block lengths (r1,...,75) the type of a.
We define the length of « to be the integer £= Y7, r;. We say that « is nontrivial
if s >2and r; > 2 for 1 < i < s; otherwise « is said to be trivial. A logarithmic
signature is called tame if the factorization in equation (??) can be achieved in
time polynomial in the degree n of G; it is called supertame if the factorization can
be achieved in time O(n?). The existence of supertame logarithmic signatures is
discussed in [?]. A logarithmic signature is called wild if it is not tame. We denote
by C(G), Qx(G), and A)(G) the respective collections of covers, A-quasi-logarithmic
signatures, and A-logarithmic signatures of G. We write Q = Q; = Q;(G), and
A=A =M (G).
In some occasions, we represent a logarithmic signature a = [A4, ..., 4] of type
(r1,...,75) by an s X r matrix
o = (asy) (2.3)

where r = max {r;}, a; j = A;(j) for 1 < j <r;, and a; ; =0 for j > r;.

Proposition 2.1 In the class G of finite groups there are instances (G,a), « €
C(G), where the factorization in (?7?) is equivalent to solving the discrete logarithm
problem in G.

Proof: Let G be a cyclic group, written multiplicatively, and let f be a generator
of G. Further, let s be the least positive integer such that 257! < |G| < 25. If
o =[Ay, Ay, ..., Ay], where 4; = [1, f2 '], then o € (@), and factorization with
respect to « is equivalent to solving the discrete logarithm problem (DLP) in G
with respect to the generator f. O

If « = [A4,...,As] is a logarithmic signature for a group G, then the sequence
A1 ®...® A contains each element of G exactly once. Thus, « induces a bijection
& : Zjg| — G. The following proposition is rather obvious.

Proposition 2.2 Suppose that o is a logarithmic signature of a finite group G,
then, & is always efficiently computable. However, &' is efficiently computable if
and only if a is tame.

Proof: Suppose that a = [A41, Ao, ..., A;] is a logarithmic signature of type (r1,r2,
..,7s), with 4; = [a;1,0;2,...,air;]. The canonical isomorphism 7 from Z,, &
Zry @ -+ @ Zy, onto Zg| is compatible with ®, and both 7 and 771 are efficiently



computable (also see [?]). Thus, given z € Zg|, to compute &(x) first compute
7 Y(z) = (j1,J2,---,7s), and then compute &(z) = a1, - a2, ** s j,- S0, & is
efficiently computable. Conversely, given a and an element y € G, to determine
&~ (y) it is necessary to obtain the factorization (??) for y and determine the indices

J1,J2,---,Jssuch that y = ay ;a2 j, - - - a5 j,. This is possible if and only if « is tame.
Once the vector (ji, jo,...,Js) has been determined, &~ (y) = 7(j1,jo,.-.,Js) can
be computed efficiently. O

The following statement follows naturally:

Proposition 2.3 Let G be a finite group, o a wild logarithmic signature and
a tame logarithmic signature for G, then the mapping &f~" : Zigy = Zg| s a
one-way permutation.

Abusing language somewhat we use the phrase “a can be inverted” to mean
that & can be inverted efficiently, i.e. that the factorization in (??) is achievable in
polynomial time.

Definition 2.1 Two logarithmic signatures o, of G are said to be equivalent if

& = p.

3 Classes and Transformations

In this section we briefly discuss classes of logarithmic signatures and basic trans-
formations on logarithmic signatures for a group G. When we discuss matters
involving computational complexity, we further assume that G is a permutation
group of degree n.

Let y:1 =Gy < Gi < -+ < Gs_1 < Gg = G be a chain of subgroups of G,
and A; an ordered, complete set of right coset representatives of G;_1 in G;. It is
clear that [A1, Ag, ..., As] forms a logarithmic signature for G. Such a logarithmic
signature is called ezact-transversal with respect to . The following proposition is
an easy corollary of a theorem by Furst, Hopcroft, and Luks, [?]. For the proof see

7.

Proposition 3.1 Let G be a finite permutation group of degree n, and o an ezxact-
transversal logarithmic signature of length polynomial in n. Then, « is tame.

We denote the set of all exact-transversal logarithmic signatures of G' by £.
Recall that the order of a permutation group of degree n, generated by a polynomial
in n number of generators can be computed in time polynomial in n [?].



Proposition 3.2 Let G be a finite permutation group of degree m, and suppose
that o = [A1, Ag, ..., As] is a pseudo logarithmic signature for G. Then, there is a
polynomial time algorithm which decides whether o € €.

Proof: For k =1,...,s let Vy = (A; U---U Ag). We first check that V; = Ay, i.e.
that A; is a subgroup. This takes polynomial time by using [?], or simply testing
closure. Now, suppose we have verified in polynomial time that |Vy| = [Vx_1|- |Ak|.
Using the Schreier-Sims [?] or similar algorithm we build “strong generators” for
Vi41 using A1 U---U AR U Ak as the initial generating set and verify that |Vi1| =
|Vi|-|Ag41|- Both s and the time taken in the k£ step are bounded by a polynomial
inn . O

Different types of transformations on logarithmic signatures have been consid-
ered in [?] and [?]. Here, we consider just two. The first type, called the shuffle or
monomial shuffle , derives new logarithmic signatures from a given exact-transversal
by changing the coset representatives, and permuting the elements within each
block. The second type of transformation can be described as follows: Suppose
that o = [A1, Ag,..., As] € A. Let go,91,.--,9s € G, and consider the sequence
B = [Bi1,Ba, ..., Bs], where B; = g;_llAigi. Tt is easy to see that § is a logarithmic
signature for G. When gy = g, = 1 we say that § is a sandwich of . When gy =1
B is said to be a right translation of a by gs. If g5 = 1, then § is called a left
tralslation of a by go. The following proposition is proved in [?].

Proposition 3.3 Let a and B be two logarithmic signatures of G, both of type
(ri,79,...,7s). Then, a and B are equivalent if and only if one is a sandwich of the
other.

A logarithmic signature a for G is called transversal if and only if it is the
sandwich of an exact-transversal logarithmic signature for G. We denote the set of
all transversal logarithmic signatures of G by 7.

The following proposition says that we can decide in polynomial time whether
a given logarithmic signature is transversal or not. In the proof we present an
algorithm for accomplishing the task. Recall that the order of a permutation group
of degree n, generated by a polynomial in n number of generators can be computed
in time polynomial in n [?].

Proposition 3.4 Let G be a finite permutation group of degree n, and suppose that
a = [Ay,As,...,Aq] is a logarithmic signature for G. Then, there is a polytime
algorithm to determine whether « is transversal and, if so, determine an ezact
transversal B equivalent to a.



Proof: We describe the algorithm for s > 3 and omit a proof of correct-
ness. In the first step, replace [Ai, A2, As, ..., As] by [B1,Co, As, ..., As] where
B; = Alavl_l, Co = 2145 and z; = A;(1). The k' step, k = 2,...,s — 1 replaces
[Bl, By, ..., Bi_1, Ck, Ak—{—la Ak+25 .. ,As] by [Bl, Bs,...,Bg_1, By, Ck+1, A/H-Q’ ceey
As], where By = Ckmlzl, Ci+1 = T Ag+1, and g = Ck(1)... We finally test whether
the resulting logarithmic signature § = [B1, Bo, ..., Bs_1,Cs] is an exact transver-
sal. If B € £ then a € T and the z; provide the sandwiching transformation. If
B & £ then « is not transversal. If s = 2, we have a much easier task: replace
o = [Al,AQ] by ﬁ = [Bl,CQ] where Bl = Al.’I)l—l, 02 = J,‘lAQ, 1 = Al(l) and
perform the final test as for the s > 3 case. O

The process of obtaining [By, By, ..., Bs_1,C;] from [A1, A, ..., As] by appro-
priate sandwiching is called normalization. Normalization of a transversal logarith-
mic signature produces an equivalent exact transversal.

The following is a consequence of propositions (??) and (?7?).

Corollary 3.1 Any transversal logarithmic signature of a finite permutation group
G is tame.

It follows therefore that the class W of wild logarithmic signatures is a subclass of
the class N'T of non-transversal logarithmic signatures of G. We are also interested
in the following definition:

Definition 3.1 A subset S of a finite group G is called periodic if S is the union
of a number of right cosets (left cosets) of a non-trivial subgroup H of G, otherwise
S is called aperiodic.

There are two other classes of signatures which are farther from being transversal
than logarithmic signatures in N'7. One is the class of totally non-transversal
(TNT) logarithmic signatures. A logarithmic signature « is said to be totally-non-
transversal if each block of « is not a coset of a non-trivial subgroup of G. Moreover,
a logarithmic signature is called totally-aperiodic (T A) if each block is an aperiodic

set in G. Clearly, TACTNT CNT =A\T.

We adopt the cryptographic assumption that logarithmic signatures which are
far from being transversal are difficult to invert, i.e. that logarithmic signatures
in TNT or TA are “wild-like”. Experimentation with relatively small groups
shows that there are many more TNT logarithmic signatures, than transversal
ones. Moreover, we know of no theoretical reasons why in general there should
exist polynomial time algorithms to invert 7N 7T logarithmic signatures. On the
contrary, proposition (??) supports our assumption.



We now identify the elements of G with the elements in Z g by selecting a fixed
supertame logarithmic signature . Then g € G corresponds to 7 '(g) € Zg|.
Once 7 has been selected, each logarithmic signature « gives rise to a computable
permutation & of Zg| defined by & = &~ I F C A, we write F = {&: a € F}.
The following theorem is proved in [?]:

Theorem 3.1 If G is a finite non-hamiltonian group with |G| different from q,

(1+¢?), (1+¢%, <g ‘1)) an-l(on 1), 11, 12, 15, 22, 23, 24, 176, 276 where q is

a prime power and n a positive integer, then the group <7') generated by T is the
Jull symmetric group S|q|.

Theorem (?7) is rather technical, but has important consequences. Essentlally,
the theorem says that almost always the giant group S|g| is generated by T=¢,
i.e. by the collection of permutations induced by exact-transversal logarithmic
signatures. Thus, any permutation o € §|g| can be written as the composition of
permutations 6, induced by transversal logarithmic signatures. Note, moreover, that
the conclusion of the theorem is independent of the choice of n € 7. This follows
from the simple observation that for 8 € T, a € A, a1 = dﬁ_lﬁé_l — &b,

Incidentally, experimentation in groups of small order shows that the conclusion
of Theorem (?7?) is true even when its hypotheses fail to hold.

4 First potential public key system MST,

Suppose now that « is a wild, and 8 a tame logarithmic signature for a finite
permutation group G. By proposition (?7), o = dﬁ_l is a one-way permutation in
S|g|- Then, by Theorem (??), o can be written as the product of a finite (hopefully
small) number of elements in & = T and their inverses. Because the mappings
induced from transversal logarithmic signatures can be inverted efficiently, such
factorizations, if they could be efficently computed, could be used as trap-doors for
a public key cryptosystem.

Suppose that a factorization of o as the composition of elements of 7 is known
only by Alice. Then, Alice can efficiently invert o but no one else can. Now, given
the one-way permutation o above, the problem of factoring o as the composition of
transversal 0; is in general hard, otherwise if we had a general, efficient algorithm
for factoring o, we would in principle be able to solve DLP. This is the basis for
cryptosystem MST; we shall now discuss.

Our system is described as follows: User “Alice” is given a pair of logarithmic
signatures (a, 8) where « is in TA/T, and § is transversal. Alice is also given the



factorization of o = (34,3_1 as the composition o = Gy - ék where the 6; are exact-
transversal, and where k is a small integer > 2. Alice publishes (a, ) and G as
her public key, but keeps 61, ...,0; as her secret key. Since the §; are transversal,
Alice can efficiently compute 6, , and therefore can compute efficiently ¢—1. The
message and cipher space are Z|g. To send a message m € Z|g to Alice, Bob

encrypts m as ¢ = o(m) = [@8 !](m) and transmits ¢ to Alice. Upon receiving c,
Alice decrypts ¢ by computing 0, '(0; (... (67 (c)...) = m.

4.1 The smallest case

The smallest group which has non-transversal logarithmic signatures is the cyclic
group Zg. Although the order of a group to be used in actual practice would be much
larger (say 48!), Zg illustrates the existence of non-transversal logarithmic signatures
which are products of a small number of transversal logarithmic signatures. In
particular, in Zg there are 512 permutations of Sg induced by transversal logarithmic
signatures and 640 by non-transversal, of which 384 are in TNT. Any one of the
384 can be written as the product of two transversals, and any one of the 640 can
be written as the product of at most three transversals.

4.2 Algorithms for building a trapdoor

An analysis of the type undertaken in the previous section is fortunately not feasible
in the general case. Even when @ is the tiny group A4 of order 12 the number of
permutations of S15 induced by logarithmic signatures of Ay is |A| = 304,128. In
the general case, to compute and store all induced permutations in f\, take their
compositions and determine which products are also induced by non-transversal
logarithmic signatures are (probably) hard problems. Recall that each permutation
is of degree |G|, and in general, |G| will be of exponential order in n.

In this section we discuss possible algorithms for constructing trapdoors of the
type discussed in section 4. In what follows we assume that the elements of G are
identified with the elements of Z|g| by means of a bijection 7 : Z|g — G, where 7
is a supertame logarithmic signature of G.

For a logarithmic signature « of a finite group G, ¥, denotes an oracle which
computes &, i.e. when a query i € Zg| is presented to X,, it responds with a(1).
We proceed to show how one can reconstruct a, or an equivalent, by a polynomial
number of queries to Y.

Proposition 4.1 Let G be a permutation group of degree n, and suppose that
o = & is the permutation induced by a secret logarithmic signature o. Suppose
that the type (r1,...,7s) of a is known, and that oracle ¥ = ¥, is public. Then,



a logarithmic signature B equivalent to o can be reconstructed using a polynomial
number of queries.

Proof: Let 7 be the canonical isomorphism from Z,, & Z,,®- - -®Z;, onto Zg|, and
the logarithmic signature selected so that & = &#~'. The existence of a logarithmic
signature « inducing o is known, and so is the type of a. In what follows we will
determine the entries of a or an equivalent. The logarithmic signature we seek in
the form of matrix (??) is:

ai,1 -ee Q1 0 P 0 0 0 ce 0
a1 . * * e a2.ry 0 0 c. 0
a = ’
As—1,1 .- * BT ¢ 7 . 0 0 0 0
as1 ... * * * asr, 0 ... 0

where the a; ; are indeterminates to be replaced systematically by elements of the
group. We begin by setting all a; ; to 0. A zero entry means that the corresponding
group element has not yet been determined. All a; ; for j > r; will remain zero. By
sandwiching, we can now assume that a1 = a2 = ... =as_1,1 = 1 € G, the group
identity. Thus our matrix becomes:

1 0 ... 0
1 0 0
a=| ... ... ... .. ],
1 o ... 0
0O o0 ... 0
Iterative step: Now select an element z € Zg such that for 7~ Hz) = (J1,Jo, - - -5 Js)

all but one of the a;j, are non-zero, and for exactly one index, say jq, agqj, = 0.
We then have:

a1,j,a2,j, *** @s,j, = &(z) = 1j(&(z)) = u (4.4)
For simplicity, letting z; = ay ;, yields:
2122 Bq—12qZq41 " Zs—1%s = U (4.5)

In equation (??) u = &(x) is known and all z; except for z, are known. We now
solve for ag ;, by:

R | 1,1, -1 -1 -1
Qg = %q = Zg_1"" "%y 2] UZg Zg 1 " g1 (4.6)

10



Having computed ag j, uniquely, we replace the zero entry in the matrix by the
group element ag ;,, and go to the Iterative step for as long as there is a new element
&' € Zjg for which 771 (z') = (51,3, ..., %) is such that all a;,j; are non-zero in the
matrix except for a single 0. This becomes impossible only when all a; j, 1 < j <r;
have been turned to non-zeroes, i.e. to elements of G.

The above process will require exactly 1—s+> ] r; passes through the iterative step,
and this is a necessary and sufficient amount of information needed to determine a.
O

The above process determines « uniquely (up to equivalence) and all degrees of
freedom are removed in the initial sandwiching operation which sets a11, az1, - .-,
As—1,1 tol e @qG.

Suppose now that a small set of transversal logarithmic signatures 61,...,6;
is selected in £. Does there exist a non-transversal logarithmic signature v which
is the product 6y ---6;7 Let m = 6, - ék Having selected the set of ; we can
efficiently compute 7 (z) for any x € Z|g|. For each possible type (r1,72,...,7s)
of G, compute a pseudo logarithmic signature v = [A1,...,As] for G by using
the algorithm described in the proof of proposition (??). If there is a logarithmic
signature which induces 7 for this type, then it has to be  (up to equivalence).

In general, vy will generate a function % : Zg| — Z|g|- By the way in which it
was constructed, 4 agrees with 7 on a set Q of ¢ =1 — s+ Y ] r; points of Z|q|-
It would still be necessary to determine if the function 4 = w. Most of the time it
will not be the case that ¥ = 7, so we need a fast algorithm to test if ¥ = w. One
possible approach that could be considered would be to test to see if 4(z) = w(x)
for all x € S, where S is a “small” random sample of points of Z|G|\Q. If this
approach were used, however, it would be necessary to establish some bound on the
probability of getting a wrong answer, i.e., that 4 # « even though 4(z) = n(z) for
allz € SUQ.

If we are able to conclude that 4 = 7, then + is indeed a logarithmic signature
for G. It is either transversal or non-transversal. But we have a polynomial time
algorithm which decides whether a given logarithmic signature is transversal or
not. If v is non-transversal we further test whether v € TA 7. This can be done in
polynomial time by testing whether any block B of v is a coset of some subgroup.
Note that B is a coset if and only if BB~! and B! B are subgroups. If y € TN'T
then we have found a trapdoor as desired. Otherwise, we repeat the above process,
for the same 6; but using a different type for . If we have exhausted all possible
types for v unsuccessfully, we select at random a new set of 6; and repeat the
process.

. ok . .
For an integer k > 2, let £ denote the set of all permutations of S| wich are

compositions of k elements in &. Extensive computation in groups of small order

11



provides estimates of the probability that an element of & g also belongs to TNT.
For example the results in [?] show that these probabilities are often significantly
greater than 0. However, we have not yet made general estimates for classes of
large groups which are likely candidates in a possible implementation of MST;.
Consequently, at the present time, we do not know whether the trapdoors indicated
in the proposed scheme can be constructed efficiently.

5 Second potential public key system MST,

We now turn our attention to certain covers for arbitrary groups which are not
perfectly uniform as A-logarithmic signatures are, but which have a high degree of
uniformity, and are obtainable by probabilistic methods.

Definition 5.1 Let r and s be positive integers, and G an arbitrary finite group.
A cover [A1,...,As] of G is called an [s,r] — mesh if:

i) A; € GIZI gnd |A;| =, for each i € {1,...,s}
ii) In

AI.A_Q...A_s:Zagg
geG

the distribution of the {aq4 : g € G} is approzimately uniform.

In the spirit of (??) we represent an [s, r]-mesh by an s X r matrix o = (a; ), where
each a;; € G.

We measure the degree of uniformity of a mesh by applying the standard sta-
tistical uniformity measures to the distribution {ay : ¢ € G}, or to the proba-
bility distribution {P; : g € G}, where P; = a4/r® (for example an appropriate
Kolmogorov-Smirnov statistic.)

Experimentation with matrices (a; ;) constructed by sampling random elements
a;j in arbitrary groups shows that [s,r]-meshes proliferate. In practice, we may
select a; ; from a particular conjugacy class of G.

Suppose now that a = (a; ;) is a random [s, r]-mesh covering a finite group G.
Our cryptographic hypothes is that, if g € G, then finding a factorization

g = alajl : a2aj2 e aS,js (57)
is, in general, an intractable problem. Let H be a second group and f : G — H

an epimorphism. Then 8 = (b; j), where b; ; = f(a; ), is an [s,r]-mesh for H. In

12



general, the surjections & : Z,s — G and B : Zps — H are not bijections, but are
efficiently computable.

We are now ready to describe our second public key cryptosystem in the context
of [s,r]-meshes for groups.

5.1 The Second system MST,

Alice chooses large groups G and H, an epimorphism f : G — H, and generates a
random [s,r]-mesh o = (a;;) for G. Alice computes 8 = f(a) = (b;;) = (f(ai;))-
She makes the pair («, ) public, but keeps f secret. If Bob wants to send a message
z € H to Alice, he:

i) Chooses a random integer R € Z,s

9

ii) Computes y1 = &(R), y2 = B(R), y3 = zy2, and

iii) Sends y = (y1,y3) to Alice.

Upon receiving (y1,vy3), Alice computes yo = S(R) = f(&(R)) = f(y1), and
from zyo = y3 obtains the message z = y3y, L

5.2 Security of MST,

There are two types of attacks we can envision against MSTy. The first would
be to determine a random number R from an intercepted y = (y1,ys3), so that
y1 = &(R). Note that in general R is not unique, but finding any R’ such that
y1 = &(R) = &(R') constitutes breaking the system. Finding an R such that
y1 = &(R), amounts to being able to factorize y; with respect to a, and determine

pointers (j1, j2,. - -,js) for which

yl = alaj1a2aj2 e as,js

As discussed earlier this attack is conjectured to be infeasible if G is large.

A second possible attack is to infer any homomorphism f € HOM(G, H) such
that 8 = f'(«). Finding such an f’ would constitute breaking Alice’s key.

The security of MSTs is based on the fact that if G is an arbitrary finite group
and if {g;} is a collection of elements of G, then in general, computing the intersec-
tion of centralizers in G of the g; is hard.

For example, we note that the ElGamal system [?] is a special case of MST5,
where the ambient space is a large cyclic group (it is in fact the ElGamal system
that inspired our generalization). Whether we can find a practical and efficient
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implementation of MSTy for large non-abelian groups is still an open question. We
make a few observations on this possibility.

Consider the instance of the system where G = H is a large, non-abelian group,
and where f : G — @ is conjugation by an element g € G. Thus, Alice has chosen an
[s,r]-mesh (a; ;) for G, and a secret element g € G, and computes the second mesh
B = (bij) by bi; = a;’-”j. She publishes the two meshes a = (a; ;) and g = (b;;),
gl

but keeps g secret. Here, finding any element ¢’ € G such that b; ; = a; ; would
constitute breaking Alice’s key.
Assume that finding respective elements u; ; € G such that azg’j = b; j is easy.

Now, from elementary group theory we know that if z,y,z € G such that z = Y,
then {w € G|z¥ = 2z} = Cg(z)y, where Cg(z) is the centralizer of z in G. So, the
set of all elements which conjugate = onto z is a right coset of the centralizer of x
in G. Thus to make the second attack work, the cryptanalyst needs to compute an
element in

6= n Calaij)uj. (5.8)

43

This problem is polynomially equivalent to finding the intersection

@ = ﬂCg(ai,j) (59)
i,J

which in general is known to be hard [?], [?]. However, for certain obvious choices
of the group G, the problem can be solved in polynomial time. For example, in the
special case where the group G is the symmetric group S, in its natural representa-
tion on n points, the resulting system MST5 is not secure. A similar situation arises
if the any of the centralizer subgroups is solvable. So it remains an open problem
to construct secure variants of MST9 in nonabelian groups.

Acknowledgements

The first author wishes to express his thanks to the Institute for Experimental
Mathematics, University of Essen, Germany, and to the Centre for Applied Cryp-
tographic Research, University of Waterloo, Canada, whose hospitality he enjoyed
while carrying out parts of this work. Thanks also to L. Babai and E. Luks for
many helpful comments.

References

[1] T. ElGamal, A public key cryptosystem and a signature scheme based on
discrete logarithms, IEEE Transactions on Information Theory, 31 (1985),

14



[2]

pp. 469 — 472.

M. Furst, J. E. Hopcroft, and E. Luks, Polynomial-time algorithms for permu-
tation groups, In Proceedings of the 21’°st IEEE Symposium on Foundations of
Computation of Computer Science, (1980), pp. 36-41.

Hanchang Fan, Group Factorizations and Cryptography, M.Sc. Thesis, Depart-
ment of Computer Science and Engineering, University of Nebraska - Lincoln,
(1999), pp. 1-58.

E. Luks, Isomorphism of graphs of bounded valence can be tested in polynomial
time, J. Comput. System Sci. 25 (1982), 42-65.

E. Luks, Computing the composition factors of a permutation group in poly-
nomial time. Combinatorica 7 (1987), 87-99.

S. S. Magliveras, A cryptosystem from logarithmic signatures of finite groups,
In Proceedings of the 29°th Midwest Symposium on Clircuits and Systems, El-
sevier Publishing Company, (1986), pp. 972-975.

S. S. Magliveras and N. D. Memon, The Algebraic Properties of Cryptosystem
PGM, J. of Cryptology, 5 (1992), pp. 167-183.

M. Qu and S. A. Vanstone, Factorizations of elementary abelian p-groups and
their cryptographic significance, J. of Cryptology, 7 (1994), pp. 201-212.

C. C. Sims, Some group-theoretic algorithms, Topics in Algebra, M.F. New-
man, Editor, Springer-Verlag, Lecture Notes in Math., 697 (1978), pp. 108
124.

15



