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Abstract. Secure group communication with hierarchical access control
refers to a scenario where a group of members is divided into a number of
subgroups located at different privilege levels and a high-level subgroup
can receive and decrypt messages within any of its descendant lower-level
subgroups; but the converse is not allowed. In this paper, we propose
a new scheme CRTHACS, which is based on the Chinese Remainder
Theorem. The scheme not only enables secure hierarchical control but
also provides the following properties: hiding of hierarchy and receivers,
authentication of both senders and messages, and a mechanism for the
receiver to directly derive the key of a message.

1 Introduction

Secure group communication (SGC) with hierarchical access control (HAC)
refers to a scenario where a group of members is divided into a number of sub-
groups located at different privilege levels and a high-level subgroup can receive
and decrypt messages within any of its descendant lower-level subgroups; but
the converse is not allowed. HAC is generally enforced using cryptography based
techniques [2] i.e., cryptographic keys play a primary role in the control of access
rights. If the members in a higher level subgroup possess or can derive the key
of a lower level subgroup, the members have the right to access the messages
within the lower level subgroup. Cryptography based techniques for SGC with
HAC can be divided into two main types: dependent key schemes [1],[3],[6],[8],
in which any subgroup key is directly derived from its parent’s key; thus indi-
rectly from any of its ancestors’ keys, and independent key schemes [5], in which
all subgroup keys are independent and however, there are some precomputed
parameters from which, an ancestor can compute the keys of all its descendants.

In this paper we propose a new scheme which belongs to the second category,
viz., an independent key scheme. The scheme is based on the Chinese Remainder
Theorem (CRT) [10]. In the scheme, every subgroup can select and change its
own key independently, which is an important security factor [5]. In addition,
the scheme also provides the following properties: (1) hiding the hierarchy and
receivers, (2) authentication of both senders and messages, and (3) a receiver
can directly derive the key of the message sender regardless of how far down the



hierarchy the sender is from the receiver. Hiding the hierarchy is a good feature
in the sense that the less hierarchical information subgroups know, the more
secure the system will be, and the easier it is to insert or delete a subgroup.
Moreover, there is no overhead cost in storing the hierarchy information. Hiding
receivers is useful in situations when outsiders (i.e., non-group members) are not
allowed to know who the receivers are, when the sender is not allowed to know
who the receivers are, or when it is difficult for a sender to know who the receivers
are. We call the scheme Chinese Remainder Theorem Based Hierarchical Access
Control Scheme (CRTHACS) and present the scheme in the next section.

2 Chinese Remainder Theorem Based Hierarchical Access
Control Scheme for Secure Group Communication
2.1 CRTHACS Components and Initialization

There is a Group Controller (GC) in CRTHACS. The entire group is divided into
subgroups and the subgroups are located at different nodes of a hierarchy (the
most general case is a Directed Acyclic Graph, i.e. DAG [2]). Every subgroup has
a subgroup controller which is responsible for managing all members in its sub-
group and communicating with the GC. We do not consider here how subgroup
controllers manage their subgroups, however we remark that any group key man-
agement protocol such as the key tree scheme [7],[11] can be used. We denote
subgroups by G1,Ga, - - -, G,,. For simplicity, we also use G1,Ga, -+, Gy, to de-
note the subgroup controllers. We also denote the ancestors of G; by G;,, ..., Gj,.

The GC has a pair of public and private keys (Pgc, Sgce) with Pge being
made public. The GC performs the following tasks. It maintains the entire struc-
ture of the group; generates a random set of pairwise relatively prime numbers
Ny, N1, No, - -+, Np,; publicizes Ny and sends N; to G; securely, i.e., N; is en-
crypted by G;’s public key P;; computes COM _C'RT; (see equation (1)) using
the CRT algorithm and sends COM _C'RT; back to G; securely.

Every subgroup G; is associated with the following six elements
(P, Si, K;i, N;, COM_CRT;,N;) where P;, S; and K; are generated by subgroup
controller G; whereas N;, COM_CRT; and N; are generated by the GC. P; is
the public key of G; and is made public. However all other five elements are
kept secret. S; is the private key of GG; corresponding to P;. P; and S; are used
to encrypt and decrypt the other four elements. K; is the data key of GG; and is
used to encrypt data messages. IV; is the positive integer received from the GC
and will be used in CRT computation. COM _C'RTj;, a positive integer, is called
a CRT key and is computed from K; using the CRT algorithm by the GC (see
equation (1)). All ancestral subgroups of G; can use COM_CRT; to compute
key K; using the CRT algorithm too. N; is also a positive integer (see equation
(2)) and will be used in another type (i.e., data message) of CRT computation
(see equation (3)).

Every participant j has its own public key and private key (p;j,s;) and p;
is made public. Participant j in a subgroup G; also knows its subgroup’s six
elements, of which j receives P;, S;, K; from the G; and N;, COM_CRT;,N;
from the GC.



The GC and subgroup controllers collaborate to compute the CRT keys as
follows. Every subgroup G; selects its own subgroup data key K;. After sign-
ing and encrypting the key,! G; sends Ep,.(Es,(K;)) to the GC where E is a
public-key encryption algorithm or a signature algorithm.? The GC decrypts the
key K;, determines all the ancestors Gj,,Gj,, ..., G;, of G; and figures out all
the public keys P, and CRT numbers IV;; of these ancestors. Let these param-
eters be P, Pi,,--+, P, and N;, N;,, -+, N;,. The GC establishes the system
of congruences (1) and then computes COM _CRT; using the CRT algorithm.

COM_CRTZ = l;pi1 (Kz) mod Ni1
COM _CRT; = Ep,, (K;) mod N, n
. 1

COM_CRT; = Ep, (K;) mod Nj,

The GC also computes N; (see equation (2)). Then the GC signs and encrypts
(N;,COM _CRT;, N;), and sends the result (i.e., Ep,(Es.. (Ni, COM_CRT;,N;)))
to G;. The subgroup controller G; and all participants in subgroup G; decrypt
the result to get N;, COM _CRT; and N;.

Ni=N;, - Niy--- N, (2)

Remarks: The COM _CRT; contains the information of F;; and NV;; of all the
ancestral subgroups of G;. However G; does not know who its ancestors are.
Moreover, even though N; contains the N; of its ancestral subgroups, G; cannot
obtain these N; from N; because of the difficulty of partitioning the product
into the specific factors and in the specific order (this problem is NP-complete).
As a result, the hierarchy is totally hidden.

2.2 Data Communication

Whenever a participant j with identity ID; in G, sends a message M, it does: (1)
encrypts M using K;, i.e., {M} k, where {z}; means encrypting x with k using
some symmetric encryption function [10]; (2) computes a keyed M AC of {M } g,
under Kj, i.e. MACk,({M}k,) where the M AC could be any of the known
Message Authentication Codes, such as MD5 [9]; (3) establishes the system of
congruences:>

CRT; = COM _CRT; mod N; 3)

CRT; = Es;(MACk,({M}x,)) mod Ng

(4) computes CRT; by the CRT algorithm. This C'RT; contains all the infor-
mation about its ancestral subgroup keys, the M AC', and the signature of the
sender itself; (5) broadcasts (or multicasts) the tuple (ID;, CRT;, {M}g,).

! In order to verify the signature, the verification information should be included in
this message. We omit it for simplicity.

2 For simplicity, when E is used on a private key, the result represents a signature.

3 The second congruence includes the sender’s signature in the CRT value.



When a receiver receives (ID;, CRT;, {M}k,), it does: (1) computes z =
CRT; mod Np; (2) decrypts x using j’s public key to get MACk,({M}k,) =
E,!(x), where E~" stands for the decryption algorithm corresponding to ; (3)
If the receiver is in G, then it computes M ACk, ({M } k,) using its own K. If it is
in any G;; of Gy’s ancestor subgroups, it first computes CRT;, = CRT; mod Ny,
and decrypts CRT;; to get K; = Egzi (CRT;;), then computes M ACk,({M}k,)
under K;. Otherwise, the receiver ignores the message; (4) compares the above
two M AC's. If the two M AC's are equal, then both the sender and the message
are authenticated. The receiver decrypts the message using K;. Otherwise, the
message is not intended for this receiver or the message was modified during
transmission. Therefore the receiver discards the message.

2.3 Dynamic Key Management

In SGC with HAC, there are two levels of dynamics: low level dynamics by which
we mean that a member may join/leave a subgroup and which is operated by sub-
group controllers and is dependent on the subgroup key management protocol,
and high level dynamics which include the following operations: adding/inserting
a new subgroup, removing an existing subgroup, merge two subgroups, split a
subgroup and modifying an existing subgroup key, all of which are easily done in
CRTHACS. For example, when a new subgroup G; is added into the hierarchy,
the GC computes G;’s COM _CRT; by equation (1) and sends COM _CRT;, N;
and N; to G;. If G; has descendant subgroups (i.e., G; is inserted into the hierar-
chy), the GC also needs to recompute the COM _C' RT values for all descendent
subgroups of G; so that these COM _C RT include the information of G;’s public
key P; and the corresponding N;. All other subgroups are not affected.

2.4 Security and Performance Analysis

The CRTHACS scheme is secure because of the independence of subgroup data
keys and the difficulty of partitioning the product into the specific factors and
in the specific order along with the security of underlying cryptosystems.

As for the performance of the CRTHACS scheme, there are three complexities
to be considered: space, time, and communication complexity, by which we mean
the size of key-related materials, including the CRT parameters, communicated
between the GC and the subgroups (subgroup controllers and participants) or
between subgroup controllers and subgroup members. There are three classes
of entities: Group Controller (GC), Subgroup Controllers (G;) and participants
(pj)- The complexities are summarized in the following table.

Space™ Time** Communication™**
GC|O(mHL)|O(mM (HL)log(H)) 4+ O(mHDM((L)log(L)))|O(HL) (GC and G;/p;)
G;i| O(HL) Independent of m and H
p; | O(HL) O(M(2L)) + O(2M(L)log(L))

Note: H: the maximum number of ancestors a subgroup may have; L: the length
of a large integer in bits; m: the number of subgroups; M (n): the time to multi-
ply two n-bit integers in bit operations; O(n) is measured in bits, not in bytes.



* counts the space for representing P;, S;, K;, N;, COM_CRT; and N;, which
require large integers, possibly 1024-bit numbers but ignores the space for rep-
resenting the access control structure or membership, which need small integers.
** counts the complexity of the CRT algorithm, i.e.,

O(M (kL)log(k)) + O(kM(L)log(L)) [4],[10], where k is the number of moduli
but ignores the time consumed on key generation, encryption and decryption,
which will depend on the special algorithms selected.

*** the key materials between subgroup controllers and subgroup members de-
pend on the subgroup key management protocol selected and are ignored here.

3 Conclusion

In this paper, we have proposed a new scheme for group communication with
hierarchical access control. The scheme has highly desirable properties including
scalability, the ability to deal with the dynamical problems related to inser-
tion and deletion of subgroups, and the property of hidding the hierarchy and
receivers.
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