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ABSTRACT

Secure group communication (SGC) is becoming more
popular in the Internet. Burstiness is an important behav-
ior in SGC. Performing bursty operation in one aggregate
operation is important for efficiency and scalability. In
this paper, we extend the well-known key-tree key man-
agement protocol for SGC to situations with bursty user
arrival and departure patterns. By using a binary represen-
tation technique for indexing the keys and the members on
the key tree, we propose an efficient implementation algo-
rithm for bursty operation. The algorithm uses only binary
right shift operation, and is extremely simple and efficient,
which could be embedded in standard secure multicast API
packages. We also present experimental results from our
algorithm.
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1 Introduction

Secure group communication (SGC) is becoming more
popular in the Internet, especially when Virtual Private Net-
works are being deployed on the Internet. Even though
Internet multicast capability provides an efficient way for
secure group communication applications, the security of
multicast applications is guaranteed by cryptographic tech-
niques. The most important feature of SGC is group dy-
namics by which we mean that members can join and/or
leave a group at any time. The biggest challenge caused
by group dynamics is that when member(s) join or leave
a group, the group key(s) must be changed in an efficient
and scalable way to prevent the joining/leaving member
from decrypting the previous/future messages. Based on
the number of members joining a group and/or leaving a
group, group dynamics can be divided into following sce-
narios: single join, single leave, single join and single leave
at the same time, multiple joins, multiple leaves, and mul-
tiple joins and multiple leaves at the same time. We call
multiple joins and/or multiple leaves burst operations.
Bursty behavior is prevalent in SGC applications.
Some applications are inherently burst oriented. For ex-
ample, in periodical electronic information distributions,
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users subscribe and/or un-subscribe the service in a bursty
manner at the beginning/end of the period. In some other
applications, members join and leave a group frequently.
When the frequency of membership changes is high, it be-
comes necessary to reduce the cost of frequent key distri-
butions. One feasible way is to accumulate the joins and
leaves [11] for a certain period of time, thus reducing the
frequency of key distributions. This can be considered as
another kind of bursty behavior. Performing a bursty oper-
ation in one aggregate operation is important for reduc-
ing the number of rekeying messages, reducing the fre-
quency of key distributions, increasing the scalability of the
key distribution protocol and reducing the network traffic.
There has been extensive research focusing on group dy-
namics in SGC [9, 10, 17, 20, 21, 22, 24, 27]. However
most of them place the emphasis on single join and sin-
gle leave, i.e., reducing the number of rekeying messages
when a member joins/leaves. When multiple members re-
quest join and leave simultaneously, they are supposed to
be processed individually, i.e., they are treated as many
single joins and single leaves (we call this kind of opera-
tion split operation). This results in a great increase in the
number of rekeying messages, which is completely oppo-
site to our goal that the cost of rekeying should decrease
rather than increase. As we will show later, the aggrega-
tion of key updates can reduce the cost of key distribution
operations. In papers [10, 22], it was shown that in a key
tree scheme processing multiple joins and leaves in aggre-
gation is possible and will reduce the number of rekeying
messages. However no efficient implementation algorithm
was given. One recent paper [11] is the first paper, to our
knowledge, focusing on the problem of the aggregation of
key updates by cumulative member removal. The paper fo-
cuses on multiple leaves and does not discuss how to deal
with multiple joins and multiple leaves at the same time.
As indicated in the paper [11], the main problem with this
technique is that the scheme is susceptible to collusion at-
tack of two or more members.

In this paper, we extend the well-known key-tree key
management protocol [10, 22, 27] for secure group com-
munication to situations with bursty user arrival and depar-
ture patterns, especially when multiple joins and multiple
leaves occur at the same time. (We call this kind of a bursty
operation, i.e., performing multiple joins and/or multiple



leaves in one round, an aggregate operation.) By using bi-
nary representation technique for indexing the keys and the
members on the key tree, we propose an efficient imple-
mentation algorithm for bursty operation. The algorithm
uses only binary right shift operation, and is extremely sim-
ple and efficient, and could be embedded in standard se-
cure multicast APl packages. Moreover, compared with the
method in [11], our method can defeat the collusion of any
number of illegal members. We also present experimental
results, which show that the number of rekeying messages
generated by our algorithm is significantly less compared
with that generated by split operation.

Recently, there has been another study [18] which
deals with similar bursty behavior based on a key tree
scheme as we do. Moreover, the article [18] deals with a
general d — ary key tree (d > 2) with a general implemen-
tation. However when limiting d = 2, our implementation
is totally different from, much simpler, and much more ef-
ficient than that in [18].

The rest of the paper is organized as follows. In Sec-
tion 2, we summarize the typical schemes for SGC with the
emphasis on key tree scheme [10, 22, 27]. In Section 3, we
adapt the key tree scheme to situations with bursty user ar-
rive and leave patterns and present our implementation al-
gorithm with the proof of its correctness and analysis of its
complexity. The experiment results are given in Section 4.
Finally, in Section 5, we conclude the paper.

2 Existing schemes for secure group commu-
nication

We summarize and classify secure group communica-
tion schemes in this section. Based on the number of
senders, SGC applications can be divided into two cate-
gories: broadcast communication, i.e., one-to-many com-
munication [1, 12, 14, 13, 15, 21] and conference commu-
nication, i.e., many-to-many communication [8, 9, 13, 17,
19, 23, 24]. Schemes in [10, 20, 22, 27] are suitable for
both kinds of applications.

Based on how the group key is formed, some schemes
require a Group Controller (GC) which generates group
key(s) and distributes the key(s) to group members. In other
schemes [8, 9, 13, 17, 23, 24], the group key is generated
by uniform contributions from all group members.

Based on the kind of cryptosystems used, there are
public-key cryptosystem based schemes [12, 15, 21] and
secret-key cryptosystem based schemes, where the under-
lying secure channel may be implemented by public key
systems. Inthe latter case, the group key management is the
core problem and many key management schemes [1, 2, 3,
4,5,6,7,8,9,10,13, 14, 16, 17, 19, 20, 22, 23, 24, 26, 27]
have been proposed.

Based on the structural organization of group mem-
bers, most schemes do not split members whereas some
schemes [14, 20, 21] divide group members into distinct
subgroups, resulting in two levels of key management and
increasing the scalability. In the later case, the subgroup

manager may be a member of the group or not and may be
trusted [15, 20] or not [14, 21].

Based on the kind of security, the SGC schemes
may be classified as unconditionally secure or computa-
tionally secure [25, 26]. Furthermore some schemes may
resist against any number of adversaries who may col-
lude, whereas others [2, 3, 4, 5, 6, 7, 16, 26] only re-
sist against the collusion of up to & adversaries, i.e., k-
resilient schemes, where k is a security parameter in these
schemes. We briefly introduce key tree based key manage-
ment [10, 22, 27] since Our algorithm for bursty operation
is based on this scheme. There is a group controller (GC)
which maintains the multicast group and manages a virtual
tree (see Figure 1). The members of the group are placed
at leaf nodes of the tree. The nodes in the tree are assigned
keys. The key at the root is the traffic encryption key (TEK)
and all other keys are key encryption keys (KEKSs). Every
member is assigned the keys along the path from its leaf
to the root. The keys at leaf nodes are possessed by indi-
vidual members; the keys at internal nodes are shared by
subsets of members, and the key at the root node is shared
by all members. When a message is sent, it will be en-
crypted with TEK, and all the members can decrypt it us-
ing TEK. When a member leaves, all the keys the leaving
member knows and shares with other members (i.e., the
keys from root to the parent of the leaving member) need
to be changed. The GC changes these keys. Every changed
key will be encrypted with its children’s keys and be broad-
cast to all members. When a member joins, after being au-
thenticated by the GC, the GC decides where it should be
put in the tree and figures out all the keys from the root to
the joining member. Then the GC changes all these keys
and broadcasts the keys. When the key tree is a binary tree,
the number of keys which need to be changed for a join or
a leave is O(log(n)) and the number of rekeying messages
O(2log(n)) where n is the number of members in the mul-
ticast group.

3 Binary tree based algorithm for bursty op-
eration

We present our algorithm in this section. We first observe
bursty behavior and properties. Then we propose our al-
gorithm followed by the proof of the algorithm. Finally,
we analyze the algorithm complexity and discuss collusion
attacks.

3.1 Bursty behavior and properties

First, we give an example to illustrate how the aggregate
operation reduces the number of keys which need to be
changed (see Figure 2). Suppose the current members
in the group are {ml, m2,m3, m4, m5, m7,m8}, four
members {ml,m2,m5, m7} will leave, while another
five members will join at the same time. If we use a
split operation, nine separate operations are needed with
log2(8) = 3 keys needing to be changed for each operation.
Therefore, the total number of changed keys is 9 - 3 = 27.
If we process all four leaves and five joins at the same time



i.e., in one aggregate operation, then the total number of
keys needing to be changed is 6 (all internal keys except the
parent of m3 and m4) (see Figure 2). An88% (i.e., 1 — %)
savings in the total number of changed keys is achieved.
The reason for the savings is that any shared key is only
changed once in an aggregate operation.

Bursty behavior has some special properties, which

can be clarified by means of the following two lemmas
(The proofs are omitted because of their obviousness). The
first lemma states that without considering the keys on leaf
nodes,! the operations of joining and leaving are equiva-
lent. The second lemma states that when r joins and s
leaves are combined in one aggregate operation, the cost
for rekeying min{r, s} keys will be completely saved (cov-
ered by max{r, s}). Therefore, we uniformly call both
joins and leaves updates.
Lemma 3.1. Suppose the number of joins is m; and the
number of leavesis m,. If m; = m, and the positions of
joining membersin the tree are the same as the positions of
the leaving members, then the keys that need to be changed
for thejoinsin oneaggregate operation are exactly the same
as the keys that need to be changed for the leavesin one
aggregate operation.

Lemma 3.2. Suppose the number of joins is m; and the
number of leaves is my. If we perform both joins and
leaves in one aggregate operation, the number of keys that
need to be changed for these m; + m, members is the
same as the number of keys that need to be changed for
m = maz{m;, m,} members.

3.2 Bursty algorithm

In order to perform multiple joins and/or multiple leaves
in one aggregate operation, it is required to find the com-
mon keys shared by joining and/or leaving members in an
efficient way. In order to do that, we represent keys by
bitstrings and use only binary right shift operations. The
detailed mechanism is described below.

All nodes are represented by bitstrings. The root is
represented by the empty string . Suppose a node is la-
beled by bitstring v, then its left child will be represented by
v0 and its right child by v1. The key associated with node v
is represented by k. Thus, the rootkey is k. = k. The keys
atlevel 1 are ko, k1; the keys at level 2 are kqo, ko1, k10, k11
and so on (see Figure 3).

In general, a node at level / is represented by some
bitstring i,—1 - - - o Of length ¢, and its key by k;, ,...s,-
Each member is assigned a random non-negative integer
as its identification (ID). These integer ID’s can be repre-
sented as bitstrings®. Suppose that the tree height is A, so

1Because the keys on leaf nodes are only possessed by individual
members and are only used to encrypt messages between group controller
and individual members, whether or not they need to be changed or how
they will be changed does not affect an aggregate operation. In fact, we
may assume that keys on leaf nodes are the public keys of individual mem-
bers.

2When an integer i is stored in the computer, it is already in the binary
form, hence there is no need to perform representation transformations.

that the group size could be as large as 2", and let a user
u; have ID equal to 7. We represent ¢ in binary form as
ip—1---19. The user u; is placed at node i;,_1 - - - i¢ and is
assigned the keys along the path from the node to the root,
ie., kih,—l"'ilio’ kih,—l"'h? SN kih,—l’ k.

Next we consider how to find the common keys
shared by members. From Lemma 3.2, it is reasonable to
assume all members in question join a group or they all
leave a group. We consider two cases separately: two mem-
bers and many members.

Suppose two members in question are u; and wu;.
We can decide their shared keys by comparing their cor-
responding bitstrings as discussed bellow. Since i #
Jy dh—1-ccitio # Jhe1---Jijo and kg6, F
kj,_1-ijo- Let s be the smallest index such that
ih-1-"+is = Jn-1-"-Js, then s > 1, ky,_,.;, =
kj,_,--4,,» and all keys along the path from node i;,_; - - - i,
to the root are shared keys. The only operation needed here
is to find the prefix of an integer, which can be implemented
by the right shift operation >>.

Let us consider m¢2 members. We have following
theorem.

Theorem 1. Suppose members w;,,--- ,u;,,_, areto be
processed in one aggregate operation and assume they are
already sorted by their ID. The keysthat need to be changed
can be determined by the comparisons of 1Ds of neighbor-
ing membersin a cyclic manner, i.e., ip with i1, i1 with io,
v vy Gm—o With 4., 1, and i,,_1 with ig. The keys shared
by all the members are determined when all neighboring
comparisonsyield equalities.

Proof: First let us consider any key at level £ which is only
possessed by one member, e.g., u;;. Then this key will be

i iy Consider the next member’s ID iy (ifu; is
the last member w, ,_, then consider the first member’s ID
ig). Itistrue that iy, , ---ij,_, # i(j41)u s I(G+1)n s
otherwise, Kij, i, will be shared by these two
members. Therefore, this key can be found by com-
paring ijh—l T ijh—l with Z.j+17171 o .ij+1h—£' Next
let us consider any key at level ¢ which is shared by a
subset of members wu;;,u;, ,,ui;,,. Then again, this
key will be k;; ..., . Itistruethati;, , ---i; , =
(1)non " GHn—e = UGty G
Consider the next member’s ID d;y;¢1, if u;, is
the last member, then consider ig. It is true that
i(j"l‘t)h—l T i(j‘f‘t)h—l # i(j"l‘t"l‘l)h—l T i(j'HH‘l)h—é'
Therefore, the shared key kijh,fl'“iz‘hfe can be
found by comparing Qg4 G40, With
Uttt nr " B(+t+1),_.- Finally, consider a key at
level ¢ which is shared by all members w;,,--- ,u;,,_,.
It is true that i, , ---io,_, = 41, , " t1, , = -+ =
i(m—1)p_1 " S(m—1)s_,- THus, all neighboring compar-
isons yield equalities. Or, to say it in another way, when all
comparisons of neighboring members are equal, a shared
key is found. Once a key shared by all members is found,
there is no need to do further comparisons. The theorem is
proved.



Figure 4 illustrates the comparisons of neighboring
members. In order to make the comparison of 4,, 1 with
ip be the same as for the other comparisons, we add an
(m + 1)st member and let its ID be the ID of the first
one, i.e., i,, = ig. The following algorithm finds all keys
which need to be changed. A changed key will be en-
crypted with its two children” keys and broadcast separately
(thus, 2x NumberO f K eysChanged rekeying messages),
or in one packet (thus, NumberO f K eysChanged rekey-
ing messages). It is also possible that all encrypted changed
keys are put in one packet (thus, one rekeying message).

[Ih: the tree height; m: group size; ¢, %1, 2m—1: Mmembers’ IDs
NumberO f KeysChanged = 0;
for(s=1;s <=h;s++){
SameSubtree=true;
for(j =0;5 <m;j++)
if (i >>s) = (541 >> ) {
SameSubtree=false;
the key kijh,—l i is not a shared key and change it;

NumberO f KeysChanged + +;

}
if (SameSubTree) { Illthe keysshared by all members are found
change k’ioh,l"'ios ’k:ioh,fl'”iosﬁ»l sk
NumberO f KeysChanged+ = h — s;
break; //exit from for loop
}
}

3.3 Analysis of complexity and attack

Suppose the group size is n and the height of the binary tree
is h (h = [log(n)]). Then the above algorithm needs 2n
space blocks each of length equal to the length of a key to
store the keys. Suppose m is the larger between the number
of joining and leaving members, then the time complexity
of the above algorithm is O(hm). We do not include here
the time complexity of generating a random key since it is
independent of our algorithm.

As to susceptibility to possible attacks, when mem-
bers leave, all the keys known to the leaving members are
changed. The new keys have no relation with the old keys.
No matter how many leaving members collude, they can-
not figure out the new keys. Therefore, the algorithm is
resilient to collusion of any number of members and pro-
vides unconditional security.

4 Experimental results

A theoretical analysis of performance of a random d — ary
key tree scheme for bursty behavior can be found in [18],
which is suitable for our binary key tree when setting
d = 2. In this section, we present the experimental results,
which is coincident to the theoretical analysis in [18].

The purpose of our experiments is to test the perfor-
mance of our algorithm in different scenarios for different
group sizes®. We focus on two classes of comparisons: 1)

30nly the figures of the group of size 1024 are shown and the groups
of other sizes have exactly same results.

a comparison of the numbers of changed keys between ex-
perimental and theoretical analysisand 2) a comparison of
the number of changed keys between aggregate operations
and split operations.

Suppose the number of joining members is m; and
the number of the leaving member is my, and let m 4 =
max(mj,mg) and My, = min(m;,mg). Assume h is
the height of the binary tree. As indicated in the previous
section, we call a join or a leave an update and only con-
sider m,q, Updates.

For aggregate operations, in order to get reasonable
results, we generate random positions for m,,,,, updates
repeatedly (100 rounds), run the above proposed algorithm
to get the number of keys needed to be changed for each
round, and average the numbers of changed keys over 100
rounds. We denote the average number by N,4. In con-
trast, the number of keys which need to be changed in split
operations is: Ng = (m; + myg) X h.

Let us see the first class of comparison. The num-
bers of changed keys in best, worst, average cases from
the theoretical analysis and the average number of changed
keys from the experiments are shown in Figure 6. From the
figure, we can see a clear difference between best, worst
and average scenarios. We also see that for the average
case, the number of changed keys obtained by experiments
is completely coincident with that predicted by theoretical
analysis.

Let us consider the second class of comparison, i.e.,
the gain of aggregate operation versus split operation,
which is defined by gain = N4/Ng. The experiments
were on different group sizes. For each group size, we test
three cases. Firstly, we let m,,;, = 0 and m,q. range
from 1 percent to 50 percent of the group size. This case
corresponds to just joins or leaves, with the maximum num-
ber of joins or leaves being half of the group size. Secondly,
for any m,q., We let m,,;,, range from 1 percent to 100
percent of m,,.,. This corresponds to joins and leaves at
the same time with the best scenario that the number of
joins is the same as the number of leaves (i.e., 17,;, =100
percent of m,,..). Finally, we let m,,,, members be in
consecutive positions. This occurs when members join a
group in a batch and leave the group together. The results
are shown in Figures 7 to 9.

Figure 7 illustrates the first case. From the figure, we
can see that when m,,., iS 5 percent of group size, the
gain achieved is 50 percent (for groups of size larger than
256). When m,,,.,. reaches 50 percent of the group size,
the gain is about 80 percent. The gain is really significant.
Moreover, the larger the group size, the greater the gain that
can be achieved for the same percentage.

The next figure (Figure 8) illustrate the second case
for groups of 1024. The gain is huge. For example, when
Mumaz aNd My, are both nearly 5 percent of group size,
the gain is over 75 percent. When m 4, and m,,;, are
both nearly 50 percent of group size, the gain reaches 90
percent.

Figure 9 shows the third case (only joins or leaves),



when the members are in consecutive positions. The gain
is generally higher than 80 percent. The interesting result
shown in this case is that the gain is almost not affected
by the variation in m,,.,. The reason is as follows. We
know the gain is obtained by the number of keys shared
among members. In the first two cases, when m 4. be-
comes higher, the members will be closer to each other,
therefore, they have increasingly more shared keys. How-
ever, in the third case, independent of m.,,,.., the members
are already as close to each other as they can be. As a
result, the keys shared by them have been maximized. In
other words, the number of keys that need to be changed
has been minimized and the gain has been optimal.

From the experiments, it is clear that the gain due to
aggregate operation is obvious and huge. The secure mul-
ticast protocols should deploy the bursty behavior as much
as possible. Furthermore, as we pointed out in the introduc-
tion, when the frequency of group membership changes is
high, secure multicast protocols should accumulate mem-
ber joining and leaving events as much as possible as long
as the security (e.g., a leaving member is still allowed to
receive messages for a short period of time) and delay re-
quirements are not violated.

5 Conclusion

The aggregation of joining and leaving members in secure
multicast applications is important for reducing the cost of
key distributions. We presented a novel algorithm which
can perform the aggregate operation efficiently. The algo-
rithm is extremely simple and efficient and can be embed-
ded in standard secure multicast APl packages. Standard-
izing and implementing a key tree based secure multicast
API is our major work for the future.
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Appendix-Figures
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Figure 1. Key tree: members assigned the keys from leaf to the root
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Figure 4. changed keys are determined by the comparisons of
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Figure 8. Gain of aggregate to split for both joins and leaves
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